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Abstract

A rapidly proliferating corpus of clinical research harnessing the power of machine learning has
substantial implications for healthcare feature engineering. As a broad umbrella encompassing
data preprocessing, quality control, transformation, and generation, feature engineering addresses
a major bottleneck in the production of predictive models. Automated feature engineering
systems are increasingly deployed at scale to meet the challenges of generating the vast quantity
of predictive features necessary for successful, generalizable, and clinically useful machine
learning systems. Such clinical feature engineering systems produce features that are applied in a
predictive setting after the fact and not explicitly linked to clinical care, but nevertheless involve
substantial risk. A principled examination of a clinical feature engineering system can be framed
in terms of six core components: data governance; compliance with privacy and regulatory
constraints; appropriate validation and prospective evaluation; consideration of data biases; the
use of effective data-quality and preprocessing pipelines; and sound candidate feature generation,
scoring, and selection strategies. Health systems typically possess an assemblage of rich and
diverse, yet underutilized, information with the potential to contribute meaningfully to clinical
prediction problems. Electronic health record (EHR) data, comprising clinical notes, laboratory
values, medication orders, and procedure codes; over a decade’s worth of length and width
dataset and point-of-care laboratory test results; continuous biosensor measurements; DNA
sequencing data; biomarkers derived from imaging; and drug compounds targeting genotypes
provide raw material for hundreds of prediction problems in diverse specialties. However,
machine learning in healthcare exhibits a stunning lack of reproducibility: many predictive
models fail to retain their accuracy in different cohorts, and those that do are seldom
incorporated into routine clinical care. A significant bottleneck underlying this failure lies with
the feature engineering step.
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Machine Learning, Predictive Model Pipelines, Electronic Health Records (EHR), Multimodal
Clinical Data, Data Governance in Healthcare Al, Privacy and Regulatory Compliance,
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1. Introduction

Feature engineering is a challenging, yet critical, part of the supervised machine learning
pipeline. While there are many exciting, new ML models that have demonstrated their success in
other fields, such as language, vision, or games, they rely on large, curated datasets that require a
careful selection, crafting, and engineering of features. Following a similar approach in
healthcare is very difficult, due mainly to the many different sources of data that are used, the
fact that they originate from different hospitals and that they must be updated each time a new
prospective study is proposed. Because of these challenges, such studies can take months or even
years before a model has been built, tested, and validated. Ideally, careful consideration of the
features and data sources should counterbalance that, improving predictive performance,
enhancing generalization, or leading to the discovery of new risk factors. At least from an
algorithmic perspective, it would be sufficient to automate feature engineering and treat it as a
black box. Automating the generation of predictive features in healthcare then pushes these
methods one step further.

Healthcare feature engineering is the process of gathering, selecting, and preparing
features from one or more healthcare data sources, in particular Electronic Health Records
(EHR) databases. Such data sources contain a wealth of information on patients, including their
medical history, medications, and diagnostics, which can be used to predict future clinical
outcomes. However, these sources vary from site to site and evolve over time, introducing
heterogeneity and uncertainty into the dataset. Therefore, feature generation consists mainly of
three stages: generating a source of feature candidates by applying domain knowledge and
heuristics, deploying data preparation and cleaning pipelines to ensure that the features produced
can then be used safely in a future model, and scoring the candidates with an automated or
manual process to finally select the best-ranked features. Past success of the first stage in using
domain knowledge and heuristics to mine predictive subgraphs with temporal constraints has
demonstrated the potential of feature generation methods in healthcare.

1.1. Overview of Healthcare Feature Engineering

2|Page



AMERICAN JOL

VOLUME: 04 ISSUE: 01

RECENED: JANURARY 27

Healthcare feature engineering encompasses the design of features from large, heterogeneous,
longitudinal clinical data sources—particularly electronic health records, but also imaging,
genomic, sensor, and textual data—to support clinical decision-making.

Clinical Complexity to Comprehemsive Feature Design
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Fig 1: Scaling Clinical Intelligence: Automated Feature Engineering and Governed Feature
Stores for Multimodal, Reproducible Healthcare Al

It aims to produce a comprehensive set of clinically relevant, time-varying features for a
targeted patient population that maximally inform the prediction task, integrating all data sources
available for those patients. Clinical complexity makes comprehensive feature design highly
challenging, motivating automated feature engineering systems that mirror the pipeline of data
scientists with rich domain knowledge.

Two features or sets of features are rarely used across studies, limiting the accumulative
knowledge-building typical in research. While proposed feature sets are often extensive, they
typically focus on a single domain (e.g., EHR diseases, meds, lab results) without standardized
integration across domains. The reasons are threefold: lack of a feature store, the need for feature
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store governance, and the time requirements of feature store population. An automated feature
engineering system fulfills these needs and enables fast, comprehensive, and reusable feature
engineering for a target study population. Applying such a system in a multicenter study
provides insights on usage patterns and enables validation against clinical outcomes, supporting
future adoption of broader, prospective feature design pipelines.

2. Foundations of Feature Engineering in Healthcare

Considerable amounts of semi-structured, unstructured, and high-dimensional medical
data have been amassed over the past few decades. Prominent data sources include electronic
health records (EHRS), medical imaging and diagnostic reports, genomic sequencing data,
biosensors, mobile health applications, and wearable sensors. These modalities can complement
clinical data, provide additional insights about a patient’s condition, or even replace clinical
assessments such as the ejection fraction score for heart disease. Despite their apparent utility in
clinical decision-making, these auxiliary datasets are still seldomly used in supervised machine
learning tasks.

Within the context of supervised machine learning, a feature is defined as a measurable
characteristic of a phenomenon being observed. Feature stores serve as centralized repositories
for storing and serving data features for use in machine learning models. These features are
engineered and made available for use in supervised learning tasks, with properties that allow for
easy discovery, management, and use across projects. Features store metadata also provide a
source of potential value by tracking data provenance. Well-maintained feature stores can
significantly reduce the time and effort to develop ML models and increase reproducibility by
allowing for easy retrieval of the same feature set.

2.1. Clinical relevance and data modalities

Healthcare machine learning relies on diverse clinical datasets and requires features with
medical interpretations that are relevant to clinical decision-making. The most common data
modalities in healthcare are electronic health records, medical images, genomic data, and data
from wearable and stationary sensors. The data sources are inherently different in their content
and the dimensions they measure which is further complicated by the vast amount of
heterogeneous information that is aggregated across time. In addition, most of the data sources
available for ML are generated during the normal course of clinical practice and when other
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scientific investigations take place which raises challenges for data quality. Proper mappings
must enable the application of ML techniques on the collected data sources.

In healthcare environments, data sources are most frequently accessed in keep-it-simple
strategies, whether through the data lake/exploitation or the hospital's multiple data products.
Authors focus on the first strategy, where a clinic uses the data lake and the other clinics make
use of the data distributed in a subsequent event. When taking this approach, data quality is still
an issue and authors combined information cleaning and data harmonization cycle, applied on
retrospective healthcare ML applications, with validation in cross-site frameworks. The feature
engineering process must then take the complete process into account but be divided in two
distinct machines: one for data quality assurance and the second for feature generation.

Example candidate feature mix by generation strategy
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Equation 1) Data quality & preprocessing equations (clean — normalize — impute —
deduplicate — harmonize)
1.1 Cleaning as constraint projection (validity rules)

Let raw measurement be x. Suppose “plausible clinical bounds” for a lab are [L, U]. A standard
cleaning operation is clipping (winsorization):

1. fx<L,setx' =1L

2. fL<x<U,setx' =x

3. Ifx>U,setx'=U
Compactly:

x" = min(max(x, L), U)

1.2 Normalization

(A) Min—max normalization (map to [0,1])
Given a feature column x4, ..., x,:

1. Compute x,i, = min;x;, Xpmax = Max;x;
2. For each value:
Xi — Xmin
Zi =
Xmax — Xmin

(B) Z-score standardization (mean 0, variance 1)

1. Mean:

H= Xi

S|

n
i=1
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2. Population std:

3. Standardize:

1.3 Imputation (missing values)

Let x; be missing for some indices.

Median imputation
1. Compute median m = median({x;: x; observed})
2. Replace missing values:

imp _ (X, x; observed
l m, Xx; missing

Mean imputation is the same form with m « pu.

Linear interpolation (for time series at times t;,)
If x(t,) and x(t;,) are observed and t, < t < t;, iS missing:

x(8) = x(te) + % (x(ty) — x(ta))

t
t, —t
2.2. Defining features, features stores, and lineage

A feature is a single measurable property or characteristic of a phenomenon. In a
healthcare context, clinical features refer to attributes or constructs captured through diagnostic
or prognostic procedures, exam findings, or tests. Laboratory test results represent features
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measured at a point in time. Genomic expression analysis examines hundreds of thousands of
features simultaneously, each referring to expression levels of specific genes. Medical imaging is
fundamentally about measuring features, and different imaging modalities extract different
features relevant for specific disease processes. A feature store is a repository for features,
usually organized by their predictive task. Feature stores facilitate discovery and reuse.
Automated Feature Engineering in a large healthcare environment implies resilient and scalable
software products. Features are gathered, modeled, stored, and tested for algorithmic fitness in a
systemic way.

Maintaining feature lineage—tracking how features were created and the precise data
(origin, version, state) and processing pipelines used to generate them—qreatly aids
collaboration, improves reproducibility, addresses quality issues, and enhances compliance with
regulatory requirements. Lineage tracking typically follows a hierarchical approach: features
combine datasets, and datasets depend on raw data and other derived datasets. The entire history
of the computation underlying a clinical feature can be captured and stored with metadata about
the feature. Individual nodes in the lineage can be attributed and versioned, can record the health
of the lineage, and can be used to trigger de-duplication, re-creation, and recalibration. Individual
features may have governance models.

patient_id | time_hr | creatinine_after_dedup | age
101 0 1.1 55
102 0 70
103 0 0.6 40
104 0 9.8 62
105 0 1.4 33

3. Automated Feature Engineering: Techniques and Architectures

Automated feature engineering encompasses four broad categories: rule-based
generation, statistical feature generation, representation learning, and the generation of time-
aware features. Each category may apply to a single feature or groups of features. Rule-based
features may be generated with any suitable method (e.g., user or crowd-sourced rules,
templates, philosophy-based ontologies). Statistical feature generation constitutes the application
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of functions to selected groups of features across any user-defined window (a.k.a., moving or
sliding window). Representation learning encapsulates the suite of (semi-)unsupervised
techniques for learning representations from large data sets. Finally, time-aware features are
those whose values depend explicitly on time, areas of time, or other temporal characteristics.

With a library of candidate regions of interest generated by detection, a data provenance
strategy designed to facilitate tracking and scoring candidate region features, and a functional
pipeline in place to clean and prepare the region of interest features, the remaining open
questions may be framed along two dimensions: the data quality aspects of preprocessing and the
implementation of a pipeline capable of effecting (1) common operations such as input data
cleaning, normalization, de-duplication, and temporal alignment across sites, and (2) specific
target definitions calling for advanced harmonization (i.e., creation of features incorporating data
from more than one site).

3.1. Feature generation strategies

A variety of techniques may be applied to automate feature generation from healthcare
data. Literature identifies methods that can be categorized as rule-based approaches, statistical
methods of feature generation, data-centric representation learning methods that facilitate the
construction of task-specific features directly from the data, and time-aware feature generation
techniques. Regardless of the specific techniques utilized, candidates must be scored—
distinguishing between features worth pursuit and those that should be automatically pruned—
and scored candidates subsequently selected.

Conceptually, healthcare features are derived from the processing of raw data: either a
transformation is applied to the underlying data or a set of other features is used to train a
predictive model for a new feature. Data preprocessing methods, including cleaning,
normalization, imputation, de-duplication, harmonization across different data-collection sites,
and domain-specific preprocessing workflows (e.g., image and natural-language processing), can
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be implemented in a standalone data-quality pipeline prior to candidate feature engineering.
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Fig 2: Automated Feature Engineering Systems in Healthcare: A Multimodal Pipeline for
Candidate Generation, Scoring, and Clinical Validation

3.2. Data quality and preprocessing pipelines

A second pipeline addresses data quality and feature preprocessing tasks. Cleaning
removes invalid, improbable, and contradictory values. Normalization scales values to a common
range while preserving semantic meaning. Imputation fills in missing values through
median/mode, value interpolation, predictive models, or generative methods. De-duplication
detects and reconciles duplicate records for the same entity at the same point in time.
Harmonization reconciles semantically equivalent but contextually different records across data
sources. Feature-specific preprocessing handles transformations, discretization, binning,
embeddings, dimensionality reduction, and algorithm-specific transformations such as one-hot
encoding for categorical variables.

Maintaining a Feature Store to centralize and standardize features while supporting
lineage tracking increases reproducibility and transparency. A feature is an individual
measurable characteristic or property of a phenomenon being observed. Automated feature
engineering seeks to reduce the manual effort that data scientists spend on feature creation for
machine learning models by developing tools, algorithms, and system support. Three automated
steps are candidate generation, scoring, and selection.
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4. Systems for Large-Scale Healthcare Environments

Data governance encompasses access control and logging procedures, de-identification
methods (pseudonymization, k-anonymization, data masking), and assessment of trusted data-
sharing frameworks (secure multi-party computation, trusted third-party-computation), allowing
multiple parties to analyze sensitive data without revealing source information. Because clinical
data often span multiple sites for many patients, harmonization needs to go beyond cleaning and
normalizing the data to feature generation and candidate scoring processes. Data privacy and
security must be firmly established to assure compliance with healthcare regulations. With
reference to the United States, Australia, and Europe, regulatory oversight includes not only the
Health Insurance Portability and Accountability Act and the General Data Protection Regulation
but explicit links to Food and Drug Administration regulation of medical devices and drug trials,
and considerations for limited patient consent and health-information-sharing agreements.

Evaluation and validation in retrospective studies focus on generalization across sites and
populations, while prospective assessment establishes the safety and clinical effectiveness of a
deployed system. Beyond receiver-operating-characteristic-area-under-the-curve scores, true
clinical utility hinges on statistical power and, hence, the extent and timing of study recruitment.
Post-validation management tasks—monitoring for adverse behavior, testing statistical
hypotheses of changed performance, and executing planned cross-validation—respond to the
open-endedness of clinical studies through exploratory analysis and pondering the root causes of
any emerge performance shifts.

4.1. Data governance, privacy, and security

A comprehensive data governance framework assures that data remains secure, private,
and confidential even when used across many institutions in a distributed, collaborative
environment. Mechanisms for governing access control to data must be granular and fine-tuned
to give the right user the appropriate levels of access for their current task. Audit logging keeps
track of data usage; it allows tracking of the frequency and patterns of access, thereby revealing
suspicious and potentially malicious activity. When raw clinical datasets contain sensitive
personally identifiable information (PII), data must undergo de-identification before sharing.
Sharing across sites using secure multi-party computation (MPC) allows complex joint analysis
without disclosing P11, but it tends to be slow and users need specialized programming skills.

11|Page



AMERICAN JOL
- ARTI

VOLUME: 04 ISSUE: 01

RECENED: JANURARY 27

Healthcare data is sensitive by nature. Leaving unmonitored access to sensitive data
across multiple external institutions is risky for the data owners, creating privacy and
confidentiality issues. Compliance with healthcare privacy regulations, such as the Health
Insurance Portability and Accountability Act (HIPAA) in the United States or the General Data
Protection Regulation (GDPR) in Europe, is essential in a healthcare data governance plan. Data
governance metrics involve identifying what data has been processed and how. Data retention
policies describe how long each dataset should be kept and how it will be securely disposed of
afterwards.

Power analysis (illustrative): a=0.05, power=0.80, baseline p0=0.15
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Equation 2) Time-aware & statistical feature generation (moving windows)

Let patient p have measurements {(tj,xj)}. For a window length W, define the set in the window
ending at time t:

IO ={:t-W<t <t}
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2.1 Window mean

1
meany, (t) = m Z X;

JEI(®)

2.2 Window variance

1. Window mean X, (t) as above

2. Then

vary, (t) = ﬁ z (35 - 20 (®)

JEIE)
2.3 Trend (slope) in a window (linear regression)
Fit x = B, + Byt for points in 7(t).
Let window points be (tj,xj) for j € 3(t). Define:
f=tyi, t=—yy, m=I()|
m m

Then the least squares slope is:

_ (-0 - %)
(4 -8

This produces a time-aware “trend” feature (e.g., creatinine rising over 48h).

B1

4.2. Compliance with healthcare regulations

Frameworks mapping automated feature engineering into three classes of health care
regulations include the HIPAA Privacy and Security Rules, the European Union General Data
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Protection Regulation (GDPR), and regulatory considerations from the U.S. Food and Drug
Administration (FDA). Retention time is another important regulatory factor determining the
frequency data are updated and the prospective use of a feature, such as when it is included in a
data retention policy for automated and continuous feature operation. Consent, data use
agreements, and contractual requirements from institutional review boards (IRBs) and endpoint-
contributing data owners are considered for Trans-Union and Trans-Atlantic multimodality
healthcare feature repositories.

feature predictive_score | stability _across_sites | leakage_risk
mean_creatinine_24h 0.42 0.9 0.1
trend_creatinine_48h 0.38 0.76 0.15
med_count_7d 0.31 0.88 0.08
note_embedding_dim17 | 0.35 0.7 0.2
icu_bed_occupancy_site | 0.12 0.55 0.05

5. Evaluation, Validation, and Deployment

Adequate evaluation is critical to determine if automated features are safe for clinical use
and capable of performing as well as or better than hand-engineered alternatives. Retrospective
validation of candidate features in electronic healthcare record data through offline modelling
provides an initial assessment of practical utility. This validation can encompass standard
validation techniques used in machine learning, including train-test splits, cross-site validation
for assessing generalizability, performance calibration, and error analysis. Candidates are then
deployed into prospective clinical settings in an automated manner with pipelines that monitor
for scoring errors and track conciliation. A/B testing of predictive and prognostic models (and
potentially risk stratification scores) in live clinical settings — as facilitated by the availability of
a feature store — provides an opportunity to assess value of features, ideally against clinical
endpoints such as in-hospital mortality, ICU admissions, or length of stay.

Ensure cross-site study population sizes are suitably large and that analyses can be
stratified when necessary to cover potential differences in feature efficacy. Allocating sufficient
time until results become available is critical. Ideally, deploy interventions with sufficiently low
expected effect size, otherwise statistical power rapidly becomes overly demanding. When
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modelling the likely size of the intervention effect, consider the time-horizon and relevant data
epochs. Upon deployment, design the statistical tests with the necessary a and [ values,
determine the minimum difference of interest, and calculate the necessary sample size. Ensure
suitable monitoring mechanisms are in place to detect any anomalies after intervention. Finally,
ascertain patient safety through trigger systems capable of identifying deleterious outcomes.

5.1. Offline validation and cross-site generalization

Worker performance, in terms of the Al model serving as a sub-component, must
therefore be assessed in some detail. Macro-level validation targets for each pair of sites—e.g. a
HF test set specifically for HF patients in sites A and B—must be established and monitored at
deployment time. Critical metrics are calibrated, and candidate agents flagged according to their
error analysis.

A standard external validation pipeline has also been established, including the
generation of separate test sets from prospective cohorts (i.e. operating on data unseen by the
learning agents). Initial preparations of the target cohorts, including de-identification, are
performed by Site A. Evaluation agents are then built for the cohorts, with performance estimates
returned to Site A. A predefined set of evaluation metrics is applied that enable dimension-based
checks and considerations of medical validity for the evaluation results. A second pipeline
applies the same checks for HT models, with agents routed through a model serving framework
to facilitate the process.

At the other end, the computational dependencies of supervised learning models can also
be scrutinized. By tracking feature use, test and train split colors are applied to pre-train/test
cohorts, enabling a clear view of sites-only, sites-across, unseen, and test-test test sets. Cross-site
validation by test split color further allows rapid scans of known strength for model theft and
inclusion detection—enough to inform the use of success prediction systems.

Dominant logical mechanisms and hyper-parameter signatures within trained models can
finally be parsed, enabling the recovery of hyponymy trees for an interactive model inspection
tool. The visualization ensures that summarization can extend to modelling efforts across HT and
HF elements.
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Fig 3: Cross-Site Clinical Validation: A Framework for Multi-Cohort Evaluation,
Computational Dependency Tracking, and Interactive Model Inspection

5.2. Prospective evaluation and A/B testing in clinical settings

After offline validation, a deployment pipeline is used to move model-dependent features
into a separate features store, followed by prospective evaluation in a clinical setting. Live traffic
is assigned to candidate and baseline features following randomized assignment, with discernible
clinical endpoints and an a priori power analysis determining sample size. Monitoring systems
track commencement of the trial, and safety checks are established to stop the trial if the trial-
determining feature fails to have a considerable effect in the direction signaled by the trials-

determining model.
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Prospective evaluation using A/B testing methodology is a natural next step for the
validation of candidate features once offline requirements are met. This procedure permits the
quantification of the clinical effect of the newly supplied model-dependent feature, retaining the
benefits of assignment to features in production as feature-dependent active learning. The
flexibility afforded by reduced data-collection costs, high accuracy, and substantial effort in de-
biasing of the model-determining features permits formal A/B testing.

6. Challenges and Risks in Automated Feature Engineering

Automated Feature Engineering Systems in Large-Scale Healthcare Data Environments:
High-dimensional outcome-sensitive feature engineering critically influences the outcome of
machine learning, yet few methods exist. In clinical settings, high-dimensional EHR and imaging
data may contain features that are costly or risky to evaluate prospectively, necessitating
automated feature engineering. Data governance, privacy, and security must satisfy industry
standards; automated feature generation and risk mitigation tools should be tailored to
healthcare’s unique characteristics.

Data Bias, Fairness, and Equity Implications: Automated feature engineering can
inadvertently produce problematic models that encode racial, gender, or economic bias.
Systemically, analysis can estimate fairness-related model properties across protected attributes,
examine performance on subgroups, and compute group-wise fairness metrics; remediation
strategies, if needed, include sample stratification and in-processing adjustment. From a risk
perspective, approaches in healthcare data have shown that building a clinical pathway for an
outcome of interest allows testing for bias as well as links to social determinants of health,
making bias, fairness, and equity implications visible.

Privacy-Preserving Feature Generation: Scalable healthcare feature engineering leverages
data of unknown ownership via core components for privacy-sensitive training and feature
generation. Federated learning, a distributed machine learning approach, trains models closest to
the raw data, sidestepping raw data transfer and ownership concerns. Privacy accounting and
differential privacy ensure model release and evaluation satisfy privacy requirements. Within an
automated pipeline, potential feature generators are ranked by privacy risk, and resource-aware
differential privacy correctly weights real and synthetic features. Reported privacy risk estimates
promote stakeholder trust; clearly articulated costs lower adversarial investment.
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Example subgroup performance rates (illustrative)
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Equation 3) Candidate feature scoring & selection (a basic, complete math formulation)

Let there be candidate features f;, ..., fy;. Define three common scoring ingredients:

3.1 Predictive strength (example: correlation with outcome)

For numeric outcome y, Pearson correlation:
—_ 1 _ 1
1 Means: f ==%f;, § =-%y;
2. Covariance: cov(f,y) = %Z(fi -Hi—9)
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3. Std devs: o7, 0,
4. Correlation:
. cov(f,y)
Of 0y
3.2 Cross-site stability (example: variance of effect across sites)

If you estimate a site-specific effect 6 (e.g., AUC lift or coefficient), stability can be inverse
dispersion:

tability = —————
Sabiiy 1 + Var(6;)

3.3 Leakage / risk penalty

If leakage score L(f) € [0,1] (higher worse), then penalize.

3.4 Combined ranking score
A simple complete selection score:

S(f) = wy - predictive(f) + w, - stability(f) — ws - leakage(f)
Select top-K:

{f}selected = arg tOpKS(f)
fe{fl'""fM}

6.1. Data bias, fairness, and equity implications

Multiple sources of bias may lead to datasets that fail to adequately represent entire
segments of the healthcare population, creating issues of predictive fairness and inequity. From
an equity perspective, it is critical to identify the potential sources and forms of bias in
automated feature engineering systems, as well as their implications for population-specific
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predictions. Systematic methods, such as those by Barocas et al., can be employed to investigate
and characterize bias in both the data and resulting deployed model. The key steps are as
follows:

1. Consider important attribution questions: Who or what is the object of concern? (e.g.,
individuals, groups, models, predictions) Who or what is responsible for the outcome? (e.g.,
individuals, groups represented in the data, models) Who or what is affected by the outcome?
(e.g., individuals, groups, society) Is the outcome rendered unjust? If so, how? (e.g., inequitable,
unfair, unworthy)

2. ldentify potential sources of bias in data: Bias can stem from issues relating to data
generation, collection, integration, modeling/engineering, evaluation/selection, and actual
deployment.

3. Diagnose and measure bias: Precision diagnostics reveal underrep- resented
subpopulations and their associated metrics, and fairness metrics expose whether the model
merits concern from a fairness perspective.

4. Mitigate detected imbalance: Attention needs to be devoted to addressing detected
concerns, possibly employing stratification by risk or tailoring the model in other ways.

6.2. Privacy-preserving feature generation

Privacy is paramount in healthcare, where sensitive patient information is collected,
analyzed, and shared. The creation of features that rely on personal data must therefore be
governed by data privacy and statistical disclosure risk principles to minimize the risk of patient
identification. For cross-institutional sharing, privacy constraints often preclude direct data
sharing and therefore necessitate special computational techniques that allow model training
without direct access to underlying data. Federated learning, for example, enables decentralized
ML wherein the algorithm is trained across multiple parties without exchanging the data used to
build locally updated models. The final model is obtained by aggregating the locally trained
models while meeting regulatory data use agreements. Other techniques, such as building a
differentially private version of the features that aggregate information across a subset of users or
designating a trusted data steward to manage the model training process, help ensure that direct
or indirect identification is highly improbable. Therefore, a careful assessment of the risk of
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privacy violation and the definition of rigorous privacy budgets, together with differential
privacy techniques, can facilitate privacy-compliant feature generation.

The importance of data privacy considerations increases when developing models
capable of automated feature generation, such as GNNs or VAES. Privacy-preserving training of
these models has garnered increasing interest, driven by the success of ML and the associated
imperative of having access to large amounts of data. Previous work has proposed a federated
learning methodology for training GNN models in a healthcare setting, with focus on monitoring
heterogeneous disease progressions via subgraph-based learning. Additionally, several methods
for privacy-preserving generative modeling using VAE architectures have recently been
proposed. Thus, proper design considerations can enable automated feature generation for highly
sensitive datasets.

7. Conclusion

Automated feature engineering for predictive models trained on healthcare data is crucial
because of the associated economic and human costs of healthcare data science projects. Feature
stores specifically designed for large clinical datasets enable the sharing, quality control, and
systematic generation of data quality-enhancing features, rules, and cleaning procedures among
data scientists and stakeholders. A mandated feature store addresses the challenge of ensuring
that all services utilize optimal rules and features, but at the expense of introducing a
bureaucratic overhead.

Herein, the central role of features in predictive models for clinical data pipelines, the
techniques and architectures for automation, and the specialized requirements for large
healthcare data environments are substantiated. Potential sources of bias during automated
feature generation and the implications of such biases are examined. Frameworks for prospective
validations in clinical settings that go beyond model performance and for the ethical generation
of features given privacy concerns are explored. Finally, avenues for resolving open
methodological questions and translating automated feature engineering systems into production
are identified.
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7.1. Summary and Future Directions in Healthcare Feature Engineering

Automated Feature Engineering is a crucial yet largely unexplored field in healthcare.
Key technical aspects of Automated Feature Engineering Systems in Large-Scale Healthcare
Environments are identified and characterized, encompassing feature generation strategies;
procedures for assessing data quality and implementing preprocessing pipelines; requirements
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for data governance, privacy, and security; how the systems address HIPAA, GDPR, and FDA
regulations; mechanisms for offline validation; and a framework for prospective evaluation and
AJ/B testing in clinical settings.

Although Automated Feature Engineering holds considerable promise across multiple
application domains, including healthcare, further exploration is necessary. For example, little is
known about data bias, fairness, and equity implications; a novel set of heuristic fairness metrics
has recently been proposed, yet practical approaches for bias mitigation remain scarce. Applying
novel privacy-preserving techniques such as secure multiparty computation, federated learning,
and differential privacy is another promising avenue, especially given heightened attention to
data privacy and protection. Accelerating the application of Automated Feature Engineering in
healthcare would ultimately enhance the safety, efficacy, and equity of predictive models,
thereby addressing the pressing need for scalable solutions and enabling artificial intelligence to
realize its full potential across healthcare and other domains.
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