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Abstract

MLOps-enabled intelligent systems automate the deployment of machine learning pipelines that
can exploit machine learning capabilities and pre-existing data across data platforms in multiple
sectors, enabling automated decision-making with a known (soft) risk or loss function. MLOps
concepts enable new forms of machine learning model lifecycle management that may leverage
autoML and human-in-the-loop approaches for model development, training, and tuning; they
facilitate the continuous operation of pipelines on a 24/7 basis; they address concerns such as
privacy, security, model bias, transparency, explainability, interpretability, and inclusivity; and
they provide mechanisms for automatic scaling, fault-tolerance, and infrastructure cost
optimisation.

Automated model deployment represents a major feature of MLOps. Automated deployment
refers to the management of machine learning models and pipelines so that the entire lifecycle
from development to deployment and operation may be governed from an MLOps perspective.
When system performance is measured within a known range and against a soft loss or risk
function, virtual data platforms that encompass sectors as diverse as finance, healthcare, retail,
and telecommunications possess feature sets supporting such automations. Such automations
focus on Machine Learning as a Service (MLaaS) deployments on a 24/7 basis, with the
objective of enabling decision making within these soft constraints and scaling the deployment
of autoML pipelines in tandem with demand for untrained services.

Keywords: MLOps, Intelligent Systems, ML Pipelines, Model Deployment, Model Lifecycle,
AutoML, Human Loop, Decision Making, Risk Functions, Data Platforms, Pipeline Automation,
Continuous Learning, Model Training, Model Tuning, Data Privacy, Model Security, Bias
Control, Explainability, Scalability, Cost Optimization.

1. Introduction

Increasingly mature technologies are enabling the collection, storage, and processing of
data on a planetary scale from a growing range of sources. These trends are finely illustrated by
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the activities of large technology firms, such as Microsoft, Google, Amazon, Alibaba, and
Huawei, which carefully manage the underlying technology stacks and cloud services in public—
private partnerships, enabling trusted partners, including central banks and financial regulators,
to exploit advanced and expressive data analytics on sensitive financial and business data. Large
data pipelines make unequally massive amounts of data available as a resource for machine
learning, although their functionality is heavily asymmetric. Relatively limited amounts of data
from such services or commercial providers are available to foster model training, while the
operational solutions available for users of such commercial cloud services are usually not in
their own control.

It is therefore not surprising that operations on commercial cross-sector data platforms
supporting data sharing present hidden operational costs for the various partners involved that
hardly fulfil the general idea of win—win collaborations. Artificial intelligence (Al) supported by
machine learning operations (MLOps) offers potential for a more efficient, genuine, and
mutualistic governance of cross-sector data-sharing ecosystems and ultimately the economy as a
whole. By providing tools and solutions that support data exploitation and contract fulfilment on
cross-sector data-sharing services as a holistic set of considerations, the definition and
implementation of dedicated deployment pipelines from data ingestion to model training and
monitoring are exemplarily addressed. Leverage of these key instruments by fully automating
their exploitation increases efficiency at no cost and enables the exploitation of all available
models across all deployment pipelines open to partners in cross-sector data-sharing ecosystems.

2. Theoretical Foundations of MLOps in Multi-Sector Contexts

MLOps consists of a set of principles, practices, and technologies that facilitate the
operationalization of machine learning models in production at scale and in a sustainable
manner. These principles and practices apply the DevOps methodology to the ML lifecycle,
enabling collaborative automation of end-to-end ML development and deployment processes
across diverse enterprise and cross-sector data governance and infrastructures. MLOps
implementations leverage specific framework capabilities to respond to requirements,
challenges, and objectives encountered during implementation in multi-sector cross-industry data
platforms.

The seamless articulation of a multi-step and heterogeneous deployment process is
essential for the operationalization of ML models in production. Articulation of the model

2|Page



development, training, validation, and deployment phases and processes across sectors lies at the
nexus between the business sector generating the ML model or solution, the infrastructure
provider supporting its execution in production, and the third-party service or platform
orchestrating the model deployment in production across sectors. Automated ML enables
democratization of their development and usage by non-experts, but system design must also
consider automation of the management of these deployment pipelines, and risk assessment and
mitigation strategies inherent to automated deployment.

2.1. Key Principles and Frameworks for MLOps Implementation

In the context of Government data platforms that favour a cross-sectoral exchange of
information, Machine Learning Operations (MLOps) can enable the creation of Intelligent
Systems that allow any user to deploy their trained Machine Learning models in an automated
manner. This requires the design of a deployment framework that can support pipelines, offered
as a service, addressing multiple dimensions of the deployment phase, thus allowing the users to
benefit from automation and intelligence embedded throughout the processes, even when they
are not model developers. The evaluation of such Systems involves the definition of the internal
components of the pipelines, the design of models for monitoring the risk associated with the
deployment processes, and the identification of automation strategies that leverage the AutoML
paradigm together with the human-in-the-loop principles.

The development of a MLOps-enabled Intelligent System for the design of deployment
pipelines offered as a service requires an architecture for the MLOps-enabled deployment
frameworks, through which the pipelines are offered, including a specific methodology for the
design and maintenance of new pipelines, together with a model for the systemic evaluation of
the pipelines' impact. The results focus on the internal components of the pipelines, supporting
their automation and assisted execution, and on the design of models for monitoring the risk
associated with the deployment processes.
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Fig 1: MLOps-Enabled Intelligent Systems for Automated Deployment: Designing
Pipeline-as-a-Service Frameworks for Government Data Platforms

3. Methodology

The proposed MLOps-enabled intelligent systems employ an intelligent MLOps-driven
design and architecture, supporting the design of deployment pipelines that cover the entire
MLOps lifecycle within multi-sector data platforms. Each stage of the model development,
deployment, and monitoring pipeline is discussed, focusing on the interconnections between
technology enablers that facilitate automation. The organization of the architecture follows the
logical order of the pipeline, allowing the reader to dive deeper into specific dimensions of the
support framework. It commences with the ingestion and preprocessing phases of heterogeneous
data sources across sectors and continues through model training, validation, and deployment.
The discussion integrates requirements and principles pertinent to privacy, data quality, risk
assessment, and governance, defining expected features for deployment pipelines—for example,
human-in-the-loop strategies for AutoML applications or resource allocation enabled by the
MLOps approach.

Cross-sector data platforms create integrative environments for sharing high-value data
assets, knowledge, and models across data silos. The underpinning technologies addressing
issues of data provenance, lineage, and protection are continuously evolving and supported by
updated legislation. Imperfect data generate imperfect models, so monitoring, detecting, and
mitigating problems of bias, quality, safety, and transparency must be part of any pipeline.
However, even when appropriate datasets are available, risks emerge during the model
deployment and operational phases: changes in the context of the predictive model can cause
degradation or failure, and management strategies are needed to ensure that models remain
healthy. MLOps automates, implements, and documents the full lifecycle of machine learning
systems used in production, and intelligent systems can automatically select and deploy the best-
performing model for the current scenario.

3.1. Architecture of MLOps-Enabled Deployment Frameworks

The functionalities required to facilitate the automation of model deployment activity are
packaged into an MLOps-enabled deployment framework. Each specific aspect—data ingestion
and (pre)processing; model development, training, and validation; and automation—nhas been
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analysed separately to identify the requirements and characteristics of suitable implementations.
The following three subsections provide a concise overview of the considerations that need to be
taken into account by an MLOps-enabled deployment framework.

#### Data Ingestion and (Pre)Processing for Heterogeneous Sources

Automatic deployment of models trained on data from one or more automated data
platforms is conceptually straightforward. However, care must be taken to ensure that the data
streamed into these platforms is handled correctly by the Fresh Data visualisation. It is therefore
essential to consider data ingestion and (pre)processing activity across the entire range of
supported data sources. User input in the form of catalogue information collected via the Data
Ingestion Metadata User Input visualisation facilitates the automated deployment of models
designed to exploit these data sources, as long as enough information is available to the Data
Quality Checks automation component. Providing the necessary information for both Data
Ingestion Metadata User Input and Data Quality Checks remains a relatively trivial task for the
user, especially when compared to the effort invested in training the model. The entire
(pre)processing pipeline may also be ingested as a single unit, allowing for maximum modularity
and reusability throughout the Data Asset Execution automation component. In the case of assets
processed by an external system (e.g., Spark, AWS Glue, Alteryx), it is only necessary to
indicate when creation, update, or deletion of the data asset is relevant for visualisation.

Equation 1. Multi-criteria deployment objective

The repeatedly states that automated deployment should operate under a known soft risk/loss
function and must balance performance, fairness, explainability, privacy, and cost. So define the
total objective for model M; as:

Ji = ML + ,R; + A3F; + AE; + A5C;
where:
e L;: predictive loss
e R;: deployment/operational risk

e F;: fairness penalty
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E;: explainability deficit penalty

C;: computational/infrastructure cost

A1, .., Ag = 0: importance weights

Step-by-step derivation

Start from the qualitative requirement:

1.

Good model performance is required.
So include a prediction loss term:

Ji < L;

The emphasizes risk management in production.
Add risk:

]iOCLi-l_Ri

The also stress bias, fairness, and inclusivity.
Add a fairness penalty:

]iOCLi+Ri+Fi

It stresses transparency and explainability.
Add explainability penalty:

JixLi+R;+F +E

It stresses scalability and cost optimization.
Add cost:

JixLi+R +F+E +(

Not all criteria are equally important.
Introduce weights:
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]i = AlLi + AZRL' + /13Fi + A4Ei + ASCi

Deployment decision

Choose the model with smallest total objective:

M* = argmin/;
l

4. Objective of the Study

Implementation of MLOps principles in multi-sector cross-domain automated model
deployment across multi-sector cross-domain data platforms is pursued. In recent years, interest
in Machine Learning Operations (MLOps) across industry verticals has increased. However,
very few studies consider implementing MLOps principles for automating the process of
deploying machine learning models across multiple sectors and domains. With the introduction
of cross-sector data platforms capable of integrating datasets from different industry sectors, the
deployment of models in such a setup can be automated. Such automation can be achieved by
implementing the same features that AutoML concepts provide for model development, but at
the deployment and operational stage of the machine learning lifecycle.

These principles are organized into a list of features and subsequently translated into the
design of a deployment pipeline for machine learning models within cross-sector data platforms.
The constructed pipeline enables the automation of model deployment through multiple features
representing a thorough examination of the pipelines of these platforms and is further
conceptualized as an MLOps-enabled framework. It can be assumed that the joint
implementation of these features significantly impacts deployment pipelines, enabling MLOps-
enhanced deployment systems.
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4.1. Research Goals and Expected Contributions

Specific models and domains are not the focus of this research. Rather, it is concerned
with how MLOps principles enable the creation of a set of pipelines, preferably automatic or
semi-automatic, that reduce the effort required to build the multi-sector data platforms and
support the deployment of numerous, diverse, and recurrent models.

Two main aspects influence the effectiveness of the proposed approach: (1) the setup of
the MLOps-enhanced pipelines for training and validating the various models and the MLOps-
enabled deployment pipelines for serving them in production; and (2) the configuration of the
strategies that influence these pipelines and their models without changing the core business
logic. Governance is considered herein—from data ingestion to model serving—uwith a specific
focus on the deployment aspect, that is, the automation of deploying models that have been
developed or predetermined by the cross-sector data platform community, or whose use case and
specifications are well understood.

5. Research Summary
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Newly emerging data platforms that integrate a range of heterogeneous data from
different sectors to enable cross-sector analysis are opening up exciting opportunities for cross-
sector research, knowledge extraction, and system improvement. However, the actual volume of
models published and used on such platforms is currently limited. There are several reasons for
this discrepancy, including the lack of sufficient skill among the available model development
community, the tedious and time-consuming nature of model development and testing, and the
difficulty of achieving quality assurance of models before deployment, whether by technical
validation or simulated testing in a business-as-usual mode.

One way to bridge this gap is to put more emphasis on automated model development
and to directly embed aspects of automated machine learning (AutoML) technology in the data
platform operational model. This would certainly open up more opportunities for model
deployment, but it needs to be properly governed and has potential other issues that need to be
actively addressed. The focus here is on a high-level illustration of the main MLOps elements
related to automated model deployment, with special emphasis on specific design considerations,
issues, and strategies.

Stage Main purpose AUtI(; T;tlon Human role Key risk
Data Collect heterogeneous High | Define source Poor data
ingestion multi-sector data metadata and access | quality

rules
Pre- Clean, transform, High | Approve rules and Bias
processing standardize, anonymize edge cases propagation
Model AutoML / model fitting Very high | Set constraints and Overfitting
training / tuning objectives
Validation Technical and policy High | Review metrics and | Undetected
checks compliance failure
Deployment | Package and release Very high | Approve critical Service
model services releases instability
Monitoring | Detect drift, slump, Very high | Interpret escalations | Silent
anomalies, faults degradation
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Stage Main purpose Autlc:a r\1/1§1|t|on Human role Key risk
Governance | Audit, explainability, Medium | Final authority and | Unsafe
fairness, compliance sign-off automation

5.1. Design of MLOps-Enhanced Deployment Pipelines

Automation represent substantial efficiency gains for deploying machine learning (ML)
models. Multi-level automation spans data ingestion from heterogeneous sources, model
development with automated machine learning (AutoML), and seamless model
deployment/microservice generation. MLOps-enhanced frameworks are developed to support
intelligent systems responding to cross-sector data demand. Following a data-platform-agnostic
approach, initial evidence establishes the feasibility of multi-level automation by leveraging
cloud resources and a DataRobot AutoML instance. The proposed strategy operates a rapidly
deployable pipeline that ingests raw data from multiple endpoints and deploys requested ML
models with little human intervention. A more exhaustive approach considers provisioning and
resource-allocation aspects, confirming demand-side resource-matching capability. Nevertheless,
ensuring data quality for non-institutional requesters remains an open challenge when acting
outside confined environments.

Computational intelligence, designed for specific problem domains, automates ML model
deployment in stakeholder-requested data coproduction across different sectors. These strategies
alleviate the burden of system engineering required to respond to individual data requests,
primarily in terms of model development and data supply, enabling faster and more reliable
deployment. Information Technology (IT)-enabled depositors receive the model-user service
without needing an IT team and with automated IT operations. So the overall response time for
deploying such models relies mainly on data quality. In a cross-sector context, however, data
quality emerges critically when the model requester does not own, directly or indirectly, the data
origin or coproduction phase.

6. Architecture of MLOps-Driven Deployment Pipelines

The architecture of an MLOps-enabled intelligent system is based on interlinked
deployment pipelines that perform deployment activities for a specific multi-sector data
environment. Each pipeline incorporates a combination of two or more of the deployment
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activities proposed by previous deployment stage classifications (in Section 5.1). The
architecture illustrated in Figure 8 consists of two interconnected pipelines for a multi-sector
aggregation platform and serves as a template that can be adapted for deployment within a multi-
sector ingestion platform. The first pipeline focuses on the ingestion and (pre)processing phase
for heterogeneous data sources hosted across separate platforms. Different strategies that follow
Highlander principles are used for the design and operationalization of the (pre)processing stage.

Some specific aspects of the first pipeline’s implementation are outlined below. Data
quality is a major aspect of MLOps-enabled deployment pipelines; consequently, aspects related
to provenance and lineage information in cross-sector platforms are also discussed. The second
pipeline addresses the remaining activities of model development, training, and validation.
Hyper-parameter optimization is not explicitly delineated and is instead considered a sensitivity
analysis task during model training. Explanation and validation of ML models may have an
inclusion/exclusion light fade effect in these environments; however, the provision of
explanations is a necessary capability for MLOps-enabled pipelines that automatically deploy
learned models into production (for one or more target classes) without human assessment of the
requirement for explanations.
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Fig 2: Integrated ML Ops Architectures for Multi-Sector Heterogeneous Data: Deployment
Pipeline Interdependencies, Provenance, and Explainability

6.1. Data Ingestion and (Pre)Processing for Heterogeneous Sources
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To achieve automated deployment of machine learning models that equally support
multiple stakeholders, the data ingestion and (pre)processing stages address issues of data
quality, privacy, knowledge and expertise, supervision, proper resource allocation, security, and
compliance. Concerns about data quality generally cover accuracy, consistency, and
completeness, many aspects of which may be surveyed with respect to categorical features in
datasets that include human actions or decisions as well as slots capturing the prevailing
contexts. Models capable of detecting concepts that precede or determine data drift in production
environments could enable proactive application of corrective actions or simulations, by either
designated administrators or automatic procedures. Data-privacy-related issues can be addressed
by anonymization, de-identification, or data diffusion and perturbation. Additional methods for
automated model-monitoring log examination can help ensure the human-in-the-loop process for
responsible model governance, which may also encompass complete removal of data sources
that exceed critical threshold values.

Cross-sector multi-source applications of automated machine learning enable model
training at all pipeline stages and should thus incorporate (1) domain- or problem-specific
knowledge in the form of user-defined templates, (2) resources needed to narrow down search
space by simultaneously specifying what to include and what not to include in each specific
model-training session, and (3) adequate human supervision—Dbesides other requirements. Risks
and costs associated with models in service remain difficult to ascertain. Nonetheless, automated
detection of some undesirable aspects—such as model drift, performance slump, or external data
shift—may, in most typical setups, be hosted on cloud environments and engage standard
computation-resource instances.
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6.2. Model Development, Training, and Validation

The design of MLOps-enabled deployment pipelines incorporates automatic model
creation and management while allowing for the nuanced deployment of models designed by
specialists. Following AutoML practices, pipelines enable model development automation by
capturing the necessary data and metadata for managing the lifecycle of auto-generated models.
The automated parts of the system rely on a human-in-the-loop approach that allows operators to
continuously improve or fine-tune models by re-training or replacing during their lifecycle. The
base part of the process consists of the defined training, validation, and test setup using external
metadata that describes the dataset used. The cross-platform capability allows systems to refer to
datasets in third-party platforms that fulfil the (pre-)processing requirements of the model under
consideration, enabling and simplifying the governance of the model lifecycle.

Pipeline operators indicate conditions or criteria under which models should be updated.
For AutoML-generated models, such conditions trigger the generation of a fresh model from
scratch, while human-designed models can be refined, completely re-trained, or replaced,
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depending on the indicated update type and use case. Tests verify the quality of the fresh model
before automatic promotion from the training environment to the model serving stage. Validated
models are automatically deployed to fulfil predicted goals and utilization—for example, as assets
for outsourced services. The models on standby for usage are automatically routed depending on
either resource allocation policies or load balancing decisions.

Equation 2. Sector-weighted data quality score

The is centered on multi-sector data platforms. Suppose there are S sectors. Let g be the
quality score of sector s, and wy its importance, with:

Then the integrated quality score is:

S
Q= ZWS qs
s=1

Step-by-step derivation
7. Each sector contributes separately:

q1, 92, -, (qs

8. Sectors are not equally important. Assign weights:
W4, Wy, ..., Wg
9. Weighted contribution from sector s:

Ws(s

10. Sum across all sectors:

Q =wiqs +waqy + -+ wsqs
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11. Compact sigma form:
Q= 2?:1 Ws qs

7. Cross-Sector Data Platform Considerations

Four Heterogeneous Datasets

Cross-sector data governance and multi-sector platforms offer opportunities for
exploitation of synergies when delivering Intelligent Systems across applications. MLOps-
enhanced Intelligent Systems can therefore be designed to exploit common resources
(infrastructure, systems and people) shared by cross-sector Data Plantation Platforms. Intelligent
Systems using supervised learning such as classification and regression depend on careful data
preparation and data quality over the data lifecycle. The privacy, security, compliance, and
GDPR aspects become more complex with the distribution of data over different owners, and
data model, data mart and data warehouse preparation incur higher costs than modelling or
developing an Intelligent System for a single owner.

With cross-sector platforms, many information systems inherit the same data quality and
compliance issues in a stronger way. If the platform is adequately designed and maintained,
those aspects should be favourable. As with every AutoML solution, the use of HWIL (human-
in-the-loop) Technology complicates the AutoML approach, for instance the human effort and
allocation required for many datasets to validate the AutoML pipeline training. Another aspect is
in the combination of Data Source and Data Type, where combinations with high optimality cost
are less frequent than combinations with low optimality cost. The integration of large datasets
into Intelligent Systems requires high scalability, fault tolerance and resource auto-scaling
capability.

7.1. Data Quality, Provenance, and Lineage

Ensuring data quality represents a significant challenge for cross-sector data sharing and
integration. Quality can be influenced by many factors including sampling methods, collection
choices, and technical issues, but formalized methods for assessing quality and heuristics for
identification within MLOps deployments remain limited. A further difficultly is evaluating the
quality of information that cannot be validated against external sources. Past research has
examined the potential for imputation based on autoregressive Integrated Moving Average
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(ARIMA) models, supporting richer time-series datasets. Provenance, or knowledge of processes
that contributed to transformation of data elements, can help interpret, evaluate, and establish
certainty for downstream analysis but is rarely recorded explicitly except in scenarios with
stringent reporting requirements. A successful cross-sector data-sharing partnership requires
assurance of not only data quality, provenance, and lineage but also of other factors enabling safe
and responsible use such as security, privacy, and compliance with relevant regulations.

Recent technologies can aid cross-sector data-sharing initiatives by supporting initiatives-
focused provenance documentation and by addressing factors that can inhibit fulfilment of
intended outcomes. Effective collaboration across sectors requires solutions that address the
diverse needs of all partners, and that offer capabilities for handling missing information and
skewed distributions whenever necessary. By doing so, these solutions can enrich both the
participants and the broader operational context. Data-sharing scenarios also demand attention to
ethical considerations associated with reusing data for novel applications, particularly in relation
to model interpretations. Although machine learning models are unable to successfully detect
bias within Auditing (framing models to identify external concepts such as ethnicity) or
Adversarial testing (assessing model stability under small input perturbations), partners involved
in their development can take preventive steps with proper oversight and process governance,
ensuring that vigilance remains through training and subsequent phases.

7.2. Privacy, Security, and Compliance

Privacy and security regulations such as the General Data Protection Regulation (GDPR)
or the Protection of Personal Information Act (POPIA) impose restrictions for data usage in
multiple scenarios. MLOps-enabled pipelines are expected to respect these constraints during the
various steps of the model deployment process. Using different privacy-preserving or security
techniques, compliance can be achieved for all sectors involved.

MLOps pipelines operating in environments carrying sensitive data are vulnerable to
threats. Security problems, for example, may stem from malware targeting data used to train or
use machine learning models. Adversarial attacks are designed to deceive a machine learning
model into making an incorrect prediction by using an input carefully perturbed in a way that
exploits vulnerabilities in the model. Insecure storage of data or models can lead to the leaking of
intellectual property, customer privacy, and other sensitive data. Thus, integrating a transparent
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security module into an MLOps pipeline can help identify the reasons for an attack and the high-
risk components.

8. Automation Strategies for Model Deployment

A principal goal of the MLOps-enabled intelligent system is to achieve automated
deployment of machine learning models at scale. When closely monitored and governed,
AutoML strategies enable the training and deployment of quality models with minimal or non-
existent human effort. However, the full automation of AutoML pipelines remains an active area
of research. Therefore, the adoption of AutoML-enabled deployment pipelines must proceed at a
controlled pace, The control of human intervention through Human-in-the-Loop concepts allows
the implementation of semi-automated approaches to full AutoML, permitting the incorporation
of user feedback to training processes.

The effectiveness of the deployment pipelines architecture hinges on the capacity to
govern and manage computing resources. In multitenant environments, resource allocation must
adapt to the fluctuating demands of multiple end users. The execution of deployed models for
inference requires a scale-out approach to cope with potentially thousands or millions of requests
per second, driving the importance of leveraging distributed computing frameworks. Inference
for single requests must also receive special attention. Pipelines that require long-running
computations, such as the inference of image classification models capable of detecting objects
in images, must take into consideration fault tolerance to avoid the loss of previous progress
when failures occur.
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Equation 3. Data quality score from completeness, consistency, and accuracy
The quality dimensions such as accuracy, consistency, and completeness. Let

e : completeness score

e k: consistency score

e @:accuracy score
with weights a, 8, v, where:

a+p+y=1

Then:

qs = acs + Pk + yas

20| Page



Step-by-step derivation
12. Quality is not one thing; it is composed of several dimensions.
13. For one sector s, define three measurable sub-scores:
cs, kg, as
14. Weighted average idea:
qs = weighted sum of sub-scores
15. Therefore:
qs = acs + Pk +yas
16. Substitute into Equation 2:
Q = Xg=1 ws (ac, + Bk + ya)
17. Expand:
Q= “Z§=1 Wg Cs + 32§=1 w kg + Y2§=1 Ws Qs
8.1. AutoML and Human-in-the-Loop Governance

Software solutions for AutoML and MLOps absolutely require human expertise. But
rather than observing all workflows, domain experts should decide when to enter the workflow
in detail, akin to metaphorical ‘go/no-go’ gates. MLOps supports a division of effort by
automating repeated, routine, tedious, and error-prone tasks and freeing specialists to work on
complex and unstructured parts of the tasks. For AutoML, research and development are
advancing functional algorithms and components for improvements such as automated feature
engineering; development is understood as solving the major problems and integrating any
particular function into an AutoML workflow together with everything else.

AutoML research continues on higher-level automation decisions about resource
allocation, especially when there are large numbers of models to be deployed with the potential
for low-quality models; the accurate categorization of types of models suitable for different
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groups of problems; for scalability over concurrent tasks requiring distributed computing; the
development of patterns of parallelisation both for Faster-than-Realtime applications and Fault-
tolerant Fast applications; and the use of bespoke and private clouds for deploying sensitive data
and services while including easily-available but less-secure services.

8.2. Resource Allocation, Scalability, and Fault Tolerance

Resource allocation mechanisms must manage resource allocation for model deployment
based on associated computational requirements and demand on deployed models. Availability
of sufficient resource budgets alongside effective resource requests remains important,
particularly in cloud environments due to resource costs. Between banks of resource-capped
servers, auto-scalers for load-managed clusters and cloud environments can also respond to
demand across operational deployment costs. Resource budgets also allow for scaling factors
within resources, alongside fault-tolerance factors for automated model deployment clusters.

Scalability is crucial to AutoML-driven deployment pipelines, given that demand on
models can change based on external needs, seasonality, daily patterns, and motivating external
factors. A fault-failure-effect tolerance usually adopted is to deploy N+1 instances of a model-at-
a-time. This allows an active instance to fail, with another automatically being destroyed when
the primary has successfully been restored or the most-loaded region in a distributed clustered-
use setting switches its model deploy to another region based on demand.
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Fig 3: Scalability and Fault Tolerance in AutoML-Driven Resource Allocation Mechanisms

9. Evaluation of Systemic Impact and Risk Management
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Assessment of systemic impact and management of deployment-related risks necessitate
consideration of additional criteria—especially those focused on system use, handling of
sensitive data, and societal effects. Research in the areas of transparency, explainability, and
auditability supports evaluation of MLOps-enabled automated pipelines as decision support
systems. Concern for both the presence of bias in models and their effects on minority groups
informs examination of bias detection, fairness, and inclusivity.

Machine learning-driven decision support systems operate in a complex socio-technical
environment. Stakeholders expect these systems to be explainable and the systems themselves to
provide a transparent account of their inner workings. Regulators require organizations to assess
the implications of their decisions and to document the process in an audit trail. Consequently,
automated deployment pipelines must monitor and document system processes, model
predictions, and related information across all stages of model lifecycles. Such monitoring
generates data for both internal governance and external auditing, as well as for supporting
model improvement, development of new models, and risk mitigation. The responsibility for
governance and auditing ultimately rests with human decision makers. MLOps systems must
therefore incorporate a human-in-the-loop approach that allows model predictions to be
evaluated and appropriately accepted or rejected.

Symbol Meaning

Dy Dataset from sector s

qs Data quality score for sector s

Ds Privacy/compliance satisfaction score

M; Candidate model i
L Prediction loss of model i

o~

R; Deployment risk of model i

F; Fairness penalty

E; Explainability penalty

C; Infrastructure/computational cost
U; Overall utility score

A, Automation level at stage t
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Symbol Meaning

H, Human effort at stage t
Ak Weight of criterion k
X; Deployment decision variable for model i

Active instances

Service rate per instance

A Request arrival rate

9.1. Transparency, Explainability, and Auditability

Automated Machine Learning (AutoML) often makes use of black-box learning
approaches that are difficult to interpret, as are the systems trained with them. This is consistent
with research on algorithmic bias: black-box systems are generally less interpretable and more
prone to bias. Therefore, transparency requirements need to be embedded into AutoML tools and
explanatory methods developed to mitigate their lack of transparency and facilitate auditing.
Although transparency in the decision-making process will not prevent algorithmic bias,
ensuring that AutoML tools properly document training data used and model and hyper-
parameter selection will greatly facilitate audits aimed at detecting potential bias.

Automated systems are implemented to facilitate the business processes of organizations
and not merely to produce “more systems”. Organizations with limited external budgets and
human resources, trying to reduce costs while increasing security and compliance, typically
adopt AutoML systems to generate models for internal use without checking and assuring
fairness, especially for video surveillance. To avoid automated and autonomous use of AutoML
by organizations without sufficient governance, AutoML packages can implement a human-in-
the-loop approach. Automating many of the complex and challenging tasks, such as hyper-
parameter selection, data cleaning, feature engineering, and model selection, allows inclusion of
the human comprehension capabilities at the end of the decision chain and mitigates risk.

Equation 4. Risk score for deployment

The discusses privacy, security, drift, bias, and compliance as major risk components. Let:
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e 7,.privacy risk

e 13l security risk
o 71y driftrisk
e 13, bias risk
e 1. compliance risk
Then the aggregate risk is:
Ri =M1y + M7 + 0370 + N4ty + 057
with:
Mmtn+ns+n,+ns=1
Step-by-step derivation
18. Total risk is composed of several article-identified risks.
19. Assume additive contribution:
Ri=n+rs+rg+n+r,
20. Since not all risks matter equally, weight them:
Ri =My + M7 + 1370 + Namp + 1570
9.2. Bias Detection, Fairness, and Inclusivity

Detecting bias in models and data and confronting it as part of an MLOps-enabled
intelligent system is crucial to avoid undesirable side effects. Model outputs should conform to a
reasonable degree of fairness and should not discriminate against any particular group
participating in the development or testing of the model. Deploying a model that is biased in the
light of its potential impact is not only ethically questionable but can even be illegal.
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Much research is directed at achieving overall fairness but, as with most machine
learning concepts, guidelines and definitions are context-dependent. An MLOps-enabled
intelligent system may provide suggestions and proposals on how to mitigate bias. Because data
sources are generally external to an organization, it must rely on previous works that temper bias.
Bias-detection tools can offer more specific direction, allowing identification of crucial input
attributes and wether their use in a model is appropriate. Ultimately, the decision of whether to
deploy a biased model or not lies with the employing organization and its values. The same is
true for inclusivity. Different cultures have different codes of ethics, which, despite the existence
of universal equality rights, may legitimize bias in modeling and allow decision-makers to ignore
specific data-analysis ethics in domains such as human-activity recognition.

Graph 4. Expected performance gain vs residual deployment risk
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10. Case Studies Across Sectors

Segments of deployed AutoML pipelines have been demonstrated across key sectors,
supporting forward-looking cross-sector data collaborations. In finance and insurance, MLOps-
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enabled governance levels the playing field for SMEs, assuring customers that trade-offs
between model accuracy and deterioration of personal data privacy are made transparently.
Embedding a human-in-the-loop AutoML process in a multi-cloud architecture allows a major
bank to push its innovation and maintenance efforts to the edge, ensuring that resource allocation
and decision governance respond to operational needs in near real time. In healthcare and life
sciences, a cyber-secure publishing service aligns with regulatory guidance on responsible Al
and offers Closed-Loop democratic supervision to support the continuous development of health
care predictive models and Artificial Intelligence for Insurance.

The diagnosed condition for alluded-to systemic failure and the computation deployed to
learn a risk model and forecast risk deterioration or recovery are distinct references to a nation’s
situation booklet. Naturally, deployment concerns are not limited to prediction and should duly
address the complexity of some unsupervised learning tasks. Unsupervised learning remains a
challenge and the answer to the Grand Challenge should accordingly explore the degree or
intensity of supervision needed to safely deploy its contribution to discovery and knowledge.

10.1. Finance and Insurance

Machine learning has become ubiquitous in finance, and tools such as AutoML promise
to democratise its use. However, Machine Learning Operations (MLOps) best practices for
deploying, managing and monitoring machine learning in an enterprise do not appear sufficient
on their own for deploying and governing ML models in a financial or insurance context.
MLOps is first extended to address five new, cross-cutting design principles: the quality,
provenance and lineage of the data; the privacy, confidentiality and regulatory compliance of the
data and models; the efficiency and resilience of the deployment infrastructure; the transparency,
explainability and auditability of deployed models; and the detection of bias. Addressing these
principles during model deployment is crucial because, unlike enterprise applications driven by
internal data, machine-learning models in finance and insurance are usually powered by data
from the public domain and may be used by third parties as decision-making authorities.

These extended elements are illustrated through the development of an MLOps-driven
model deployment pipeline for a trade detection system that notifies users of potential cases of
insider trading, market manipulation and suspicious patterns of allocation of bids for government
bonds. The model is powered by data from the Securities and Exchange Commission, the Federal
Election Commission and the Commodity Futures Trading Commission in the USA, and an
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insider trading detection system developed by the Monetary Authority of Singapore. A second
implementation in the insurance domain embeds an insurance risk model in a specification-and-
verification framework to enable automatic validation and transparency of the decision-making
process.
Equation 5. Deployment utility score
Sometimes maximizing utility is easier than minimizing penalty. Define:
e P;: performance score
e (J;: data quality support score
e X;: explainability score
e (;: governance/compliance score
e (;:cost
Then:
Ui = 0,P; + 0,0Q; + 03X; + 0,G; — 05C;
Step-by-step derivation
21. Good things increase utility:
Ui <P, Qi Xy, Gy
22. Cost reduces utility:
U; x —C;
23. Weighted combination:
U; = 0,P; + 0,0Q; + 0:X; + 6,G; — 65C;
24. Best model:
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M* = argmaxU;
l

10.2. Healthcare and Life Sciences

In the healthcare domain, the deployment of machine learning models to diagnose
diseases (e.g., pneumonia, diabetes, etc.) is of paramount importance. In accordance with
established clinical practice, ML-enabled decision-support systems only assist healthcare
professionals in their decision-making, while supervision is required across the entire model
development lifecycle. AutoML systems with a proposal generation and validation capability can
considerably alleviate the effort required in model training and tuning. MLOps can facilitate safe
model reuse and require clinical model deployments to be continually retrained to ensure that the
recommendations reflect the latest patient population; nevertheless, having to retrain the model
at each new patient case is infeasible.

In rarer disease domains (e.g., rare cancers), deployment effort remains a barrier to
widespread ML acceptance. MLOps provides tools to speed up the deployment of such models
across multiple healthcare centres by harnessing the expertise of hospitals that have treated a
greater number of patients. In genetic studies, pressing ethical concerns regarding the analysis of
individual-level data can be mitigated by having the models be responsible for learning sensitive
information instead of exposing it to researchers.

11. Results

The development of deployment pipelines, one of the avenues explored in this work,
demonstrates the potential of MLOps principles and practices to enable multi-sector deployment
across supplementary data platforms, with models trained on one domain successfully transferred
for direct engagement in others. The New Zealand financial and insurance sector model was
developed with New Zealand meteorological information and subsequently applied to lives lost
and affected in the healthcare and life sciences domain as a result of cyclonic events. An
AutoML solution trained on data from bank branches under threat of money laundering was
likewise applied, together with a model developed by insurance sector specialists for identifying
money laundering linkages among entities. MLOps operational principles, intelligently
interlinked in a human-in-the-loop context, allow for governance by domain experts while
reducing the ongoing human effort to model formulation, design, and evaluation.
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The use of model pipelines for developing model training and validation approaches in an
MLOps setting was also explored, yielding a prototype-based on-language alternation to guide
model deployment in lenders of last resort and bail-out operations. An experimental prototype,
based on simple model governance and selection criteria; together with human-in-the-loop model
automation, demonstrated considerable model governance automations, enabling the
development, validation, and ongoing re-evaluation of models in a sector with complex richness
and potential trigger functions for public safety. High-quality data feeds allow for AutoML to
undertake large-scale actions as required across the space, performing repetitive tasks at low cost
and leaving high-value work to be undertaken by specialists on the chosen set of tasks or
domains requiring investigation.

Automation vs. Specialist Effort Distribution

Repetitive Task Automation

High-Value Specialist Focus

Prototype Model Selection

AutoML Large-Scale Actions
Fig 4: Automation vs. Specialist Effort Distribution

12. Conclusion
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The comprehensively tackled subject contributes a scholarly synthesis of definitions,
principles, and evaluative perspectives on MLOps-enabled intelligent systems that automate
model deployment in cross-sector data platforms and fulfil production governance. MLOps—a
set of practices designed for the deployment and maintenance of machine-learning models in
production—is placed within a multi-sector context, where the decentralised sourcing,
aggregation, analysis, and use of data are increasingly facilitated by data-sharing platforms
serving multiple sectors. To deploy models into multi-sector data-sharing platforms following
best practices relies on a set of intelligent systems that automate the model-development and
deployment stages; hence the term AutoMLOps. AutoMLOps not only enhance productivity by
reducing workloads but also mitigate cross-sector risks via the implementation of AutoML
pipelines controlled by a human-in-the-loop, supported by Teradatacorp datasets in DataRobot to
complement those served by the platforms for end users.

Key MLOps principles are detailed, enabling a cohesive understanding of architecture,
design, and automation aspects among autoMLOps-enabled deployment pipelines. Automation
of the infrastructure-as-code aspect of deployment pipelines and of the model-sourcing aspect of
data-driven platforms is emphasised. Deployment launcher orchestration of model candidates
from the multi-sector repositories enhances the discipline of these repositories, promotes and
detects boredom, and enforces the consideration of metrics beyond pure performance, while the
validation of these candidates in the context of the user-specified present and forecasted
operational states incorporates a form of external validation.
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